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NEW QUESTION: 1
A security analyst is implementing PKI-based functionality to a
web application that has the following requirements:
- File contains certificate information
- Certificate chains
- Root authority certificates
- Private key
All of these components will be part of one file and
cryptographically protected with a password.
Given this scenario, which of the following certificate types
should the analyst implement to BEST meet these requirements?
A. .pfx certificate
B. .crt certificate
C. .der certificate
D. .cer certificate
Answer: A

NEW QUESTION: 2
DRAG DROP
Drag the authentication types from the left and drop them on
the correct descriptions on the right.
Answer:
Explanation:
Explanation:
EAP-MD5-Challenge, which is described in RFC 2284, enables a
RADIUS server to authenticate a
connection request by verifying an MD5 hash of a user's
password. The server sends the client a random challenge value,
and the client proves its identity by hashing the challenge and
its password with MD5. EAP-MD5-Challenge is typically used on
trusted networks where the risk of packet sniffing or active
attack are fairly low. Because of significant security
vulnerabilities, EAPMD5-Challenge is not usually used on public
networks or wireless networks, because third parties can
capture packets and apply dictionary attacks to identify
password hashes. Because EAPMD5-Challenge does not provide
server authentication, it is vulnerable to spoofing (a third
party advertising itself as an access point).By default, the
EAP-MD5-Challenge password protocol is available for use by the
Native and Unix authentication methods. In the first stage of
PEAP authentication, the TLS channel is created between the
PEAP client and the NPS server. The following steps illustrate
how this TLS channel is created for wireless PEAP clients.
Reference:
https://technet.microsoft.com/en-us/library/cc754179%28v=ws.10%
29.aspx.
Cisco has repeatedly reinforced its stance that if LEAP is
deployed, a strong password policy must be enforced. Enforcing
a strong password policy is easier said than done in many

cases, especially when passwords are suggested (by Cisco) to
meet these requirements:
A minimum of ten characters
A mixture of uppercase and lowercase letters
At least one numeric character or one non-alphanumeric
character (Example: !#@$%)
No form of the user's name or user ID
A word that is not found in the dictionary (domestic or
foreign)

NEW QUESTION: 3
A server side SteelHead deployment is to be out-of-path
(SSOOP). Which of the below are limitations compared to
physical or virtual in-path? (Choose two.)
A. Data store synchronization is not possible.
B. Auto discovery is not supported.
C. Only enhanced auto discovery can be used.
D. Port or full transparency is not supported.
E. Only one SteelHead is supported on the server side.
Answer: B,E
Explanation:
Explanation/Reference:
A: OOP configuration does not support auto-discovery. You must
create a fixed-target rule on the clientside Steelhead.
C: An out-of-path deployment is generally located on the
server-side and is often described as a server- side outof-path
deployment.
In an out-of-path deployment, only a SteelHead primary
interface is required to connect to the network.
The SteelHead can be connected anywhere in the LAN. An
out-of-path SteelHead deployment does not have a redirecting
device. You configure fixed-target in-path rules for the
client-side SteelHead. The fixed- target in-path rules point to
the primary IP address of the out-of-path SteelHead. The
out-of-path SteelHead uses its primary IP address when
communicating to the server. The remote SteelHead must be
deployed either in a physical or virtual in-path mode.
Incorrect:
Not D: You can use RiOS data store synchronization between the
out-of-path SteelHeads for additional benefits in case of a
failure.
Not E: OOP configuration does not support auto-discovery
References: SteelHead Deployment Guide Including the
SteelCentral Controller for SteelHead Mobile, December 2014,
page 352
https://support.riverbed.com/bin/support/download?did=hcsksjojd
701t4t8v5s5qomoj7

NEW QUESTION: 4

A. Option
B. Option
C. Option
D. Option
Answer: B

B
C
A
D
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