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A. Option A
B. Option D
C. Option C
D. Option B
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NEW QUESTI ON: 2

VWhich three fields are part of the AH header? (Choose three.)
Desti nati on Address

Packet | CV

Payl oad Data Type ldentifier

SPI identifying SA

Application Port

Protocol ID

Sour ce Address

Answer: B, C D

Expl anat i on:

The AH header contains the followng fields: Next Header
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| dentifies the next header that uses the | P protocol ID. For
exanpl e, the value mght be "6" to indicate TCP. Length

| ndi cates the length of the AH header. Security Paraneters
Index (SPI) Used in conbination with the destinati on address
and the security protocol (AH or ESP) to identify the correct
security association for the communication. (For nore

i nformati on, see the "Internet Key Exchange" section later in
this chapter.) The receiver uses this value to determne with
whi ch security association this packet is identified. Sequence
Number Provides anti-replay protection for the SA It is
32-bit, increnentally increasing nunber (starting from1) that
Is never allowed to cycle and that indicates the packet nunber
sent over the security association for the comunication. The
receiver checks this field to verify that a packet for a
security association with this nunber has not been received
already. If one has been received, the packet is rejected.

Aut hentication Data Contains the Integrity Check Value (1CV)
that is used to verify the integrity of the nessage. The

recei ver cal cul ates the hash value and checks it against this
val ue (calculated by the sender) to verify integrity.
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