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NEW QUESTION: 1
An IT strategy committee wants to ensure that a risk program is
successfully implemented throughout the enterprise. Which of
the following would BEST support this goal?
A. A risk management framework
B. Mandatory risk awareness courses for staff
C. A risk recognition and reporting policy
D. Commitment from senior management
Answer: D

NEW QUESTION: 2
Which service technology has the highest cost and lowest

latency?
A. DDR-4 Memory
B. NVDIMM
C. NVMe
D. SAS SSD
Answer: B

NEW QUESTION: 3
You've just been hired to perform a pen test on an organization
that has been subjected to a large-scale attack. The CIO is
concerned with mitigating threats and vulnerabilities to
totally eliminate risk.
What is one of the first things you should do when given the
job?
A. Establish attribution to suspected attackers.
B. Start the wireshark application to start sniffing network
traffic.
C. Interview all employees in the company to rule out possible
insider threats.
D. Explain to the CIO that you cannot eliminate all risk, but
you will be able to reduce risk to acceptable levels.
Answer: D
Explanation:
Explanation/Reference:
The goals of penetration tests are:
1. Determine feasibility of a particular set of attack vectors
2. Identify high-risk vulnerabilities from a combination of
lower-risk vulnerabilities exploited in a particular sequence
3. Identify vulnerabilities that may be difficult or impossible
to detect with automated network or application vulnerability
scanning software
4. Assess the magnitude of potential business and operational
impacts of successful attacks
5. Test the ability of network defenders to detect and respond
to attacks
6. Provide evidence to support increased investments in
security personnel and technology References:
https://en.wikipedia.org/wiki/Penetration_test
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